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Letter from the COPS Office
January 2009

Dear Colleague:

This second edition of Law Enforcement Intelligence: A Guide for State, Local, and
Tribal Law Enforcement captures the vast changes that have occurred in the 4 years
since the first edition of the guide was published in 2004 after the watershed
events of September 11, 2001.

At that time, there was no Department of Homeland Security, Office of the
Director of National Intelligence, Information-Sharing Environment, or Fusion
Centers. Since the advent of these new agencies to help fight the war on terror,
emphasis has been placed on cooperation and on sharing information among
local, state, tribal, and federal agencies. The successes of community policing are
evident, not just within law enforcement, but also through agencies’ work with the
community to protect civil liberties and civil rights. A strong foundation between
the police and the community also yields valuable information for fighting

crime and terrorist threats. Through community policing and the wide array of
approaches that fall under its umbrella—hot spots, CompStat, problem-oriented
policing, and Intelligence-Led Policing—law enforcement can gather and share
information that will enhance public safety.

Years of partnership building and problem solving with the community, the
private sector, nonprofit organizations, elected officials, social service providers,
and other key stakeholders have created an environment in which Intelligence-
Led Policing and information sharing is more viable because of the strong
relationships established through community policing.

This Guide serves as a road map to understanding criminal intelligence and its
related methodology, standards, processes, management, and resources. In fact,
nearly 85 percent of the material in this second edition is new. | am proud to add
this valuable publication to the COPS Office library. My thanks to Dr. David Carter
for synthesizing the vast body of law enforcement information and intelligence
into one volume that | know will be an indispensable knowledge resource for
law enforcement agencies around the country. During these challenging times,
community policing is more important than ever.

Sincerely,

NS

Carl Peed
Former Director
Office of Community Oriented Policing Services

Letter from the COPS Office
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Preface

When the first edition of Law Enforcement Intelligence was published, it
documented unprecedented changes in law enforcement intelligence that
occurred largely in response to the September 11, 2001 terrorists’ attacks.
Indeed, the new initiatives reflected philosophical and operational changes
that represented a geometric evolution in law enforcement intelligence in only
3 short years. The first edition of the Guide described a broad array of cutting-
edge issues and practices. At the time, it seemed implausible that such dramatic
changes would occur again. Nevertheless, since the publication of the first edition,
a staggering number of significant developments affecting law enforcement
intelligence have occurred:

«  There were only a few Regional Intelligence Centers across the U.S. that are
now evolving into a nationwide network of fusion centers.

- The Fusion Center Guidelines had not been written.

«  There had been no national fusion center conferences and regional fusion
center groups did not exist.

«  The Fusion Process Technical Assistance Program, a joint Department of
Justice and Department of Homeland Security project, did not exist.

«  The Office of the Director of National Intelligence (ODNI) did not exist.

«  The Information Sharing Environment did not exist.

«  The FBI's Intelligence Directorate did not exist.

«  The DEA’s National Security Branch of the Office of Intelligence did not exist.
«  The National Criminal Intelligence Resource Center did not exist.

«  Many intelligence training programs that are now taken for granted did not
exist.

«  The Joint Regional Information Exchange System—which is now virtually
gone— was “the system” for information sharing and analysis.

«  "All-hazards” intelligence was not in our lexicon.
« Intelligence-Led Policing was in its infancy.

- What is now the expansive Open Source Center which, as part of the ODNI
is aggressively reaching out to state, local, and tribal law enforcement was a
narrowly focused program called the Foreign Broadcast Information Service
operated by the CIA.

«  Relatively few law enforcement agencies had any type of intelligence
capacity.

«  Suspicious Activity Reporting (SAR) was largely limited to “tips and leads”
and there were no unified standards or formal processes to report suspicious
activities.

This second edition of Law Enforcement Intelligence describes these and many
more changes in the philosophy, national standards, and practice of law
enforcement intelligence while maintaining the core goal of being a primer on “all
things intelligence” for the law enforcement community.

Preface
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The Guide is intended to support policy in law enforcement agencies and seeks

to objectively provide the best knowledge and practice of law enforcement
intelligence at the time of publication. It is not meant as an academic work nor
does it look at theoretical issues or arguments. It is not directed as a guide to

the intelligence community except to explain the roles, responsibilities, and
restrictions of the intelligence community’s state, local, and tribal law enforcement
partners.

The Internet references cited in this publication were valid as of June 2009. Given

that URLs and web sites are in constant flux, neither the author nor the Office of
Community Oriented Policing Services can vouch for their current validity. Please note
that some of the sites referenced require a user name and/or password to gain access.
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Executive Summary

Law Enforcement Intelligence: A Guide for State, Local, and Tribal Law Enforcement
Agencies is a policy oriented review of current initiatives, national standards, and
best practices.

The first two chapters provide definitions and context for the current state of

law enforcement intelligence. Chapter 2 also provides a discussion of homeland
security—or “all-hazards”"—intelligence. While more law enforcement agencies
and fusion centers are embracing the all-hazards approach, its application remains
somewhat unclear. This discussion provides a framework for homeland security
intelligence policy.

Chapter 3 is a historical perspective that has multiple purposes. First, it provides a
discussion of past abuses by law enforcement intelligence because it is important
to understand the problems of the past in order to prevent them in the future.
Next, the chapter provides a framework for national recommendations and
professional standards for the practice of intelligence. Finally, the discussion
identifies the various working groups and committees that are framing the current
intelligence model and the relationship of those groups to federal agencies and
professional law enforcement organizations.

Fundamental to all types of intelligence is a system for managing the flow of
information for analysis. This is alternately called the Intelligence Process or the
Intelligence Cycle. Chapter 4 is a descriptive discussion of the process as it applies
to law enforcement agencies. While there are different models for the Intelligence
Process, this discussion relies on the model used in the National Criminal
Intelligence Sharing Plan.

Recommendations from both the National Criminal Intelligence Sharing Plan and
the COPS Office-funded International Association of Chiefs of Police intelligence
summits urge law enforcement agencies to adopt Intelligence-Led Policing (ILP).
The challenge, however, is that there is no universally accepted definition or
process for understanding and implementing ILP. Chapters 5 and 6 amalgamate
the diverse literature on ILP to provide a holistic view. Chapter 5 focuses on the
concept of ILP as it applies to American law enforcement, with a perspective on
the British approach from which the concept originated. Chapter 6 focuses on the
organizational and administrative processes for implementing ILP.

There is no issue more topical (or controversial) in law enforcement intelligence
than the protection of civil rights and privacy. Chapter 7 is a broad examination
of the issue identifying the concerns expressed by citizens and illustrating some
of the problems faced with intelligence operations through the use of two federal
civil rights cases. Integrated into the chapter is a detailed discussion of 28 CFR
Part 23 and its application for placing information that identifies individuals or
organizations in a criminal intelligence records system. The discussion expands
the issues further with a detailed discussion of intelligence records and civil rights
liability. The chapter ends with a discussion of how a law enforcement agency can
immunize itself against civil rights lawsuits related to the intelligence function.

Executive Summary
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As a mechanism to enhance widespread information sharing among state,

local, and tribal law enforcement agencies, the intelligence fusion concept grew
rapidly. This growth was further spurred when fusion centers were embraced by
the Information Sharing Environment (ISE) to be the critical information-sharing
clearinghouse for terrorism information between law enforcement and other

ISE information-sharing partners. Chapter 8 describes the fusion concept and
the processes by which a fusion center operates. This chapter also addresses the
concerns that critics have expressed about fusion centers.

Every major national standard for intelligence—the National Criminal Intelligence
Sharing Plan, the Fusion Center Guidelines, the Information Sharing Environment
Implementation Plan and the Department of Homeland Security’s Target
Capabilities List—has recommended establishing a public-private partnership

for information sharing to support the intelligence function. Few, however, have
established a substantive information-sharing relationship with the private sector.
There are difficult hurdles to establishing such a relationship but it certainly is
possible. Chapter 9 discusses the recommendations, the issues, and the processes
for making public-private partnerships for intelligence a reality.

At the heart of all intelligence activities is the need to manage a wide array

of information. A number of critical issues in this process are important to
understand. Chapter 10 addresses these issues in a comprehensive manner,
relying on best practices and national standards. In a logically organized
approach, the key topics discussed are: Suspicious Activity Reporting (SAR);
defining and using intelligence requirements; the information collection process
including the development of a collection plan; the role of analysis (from a
consumer’s perspective); and intelligence outputs and products. With the increase
of different information-sharing initiatives, one of the challenges has been to
ensure that the right information gets in the hands of the right people who can
use the information to develop policy and operational responses. This chapter
includes a discussion of information-sharing practices to avoid.

A new initiative of the Office of the Director of National Intelligence is the National
Open Source Enterprise. The goal of open source information and intelligence is
to exploit open sources as “the source of first resort” in any intelligence endeavor.
The reasons are that open sources are easier, faster, pose less risk to civil rights,
and are less controversial for the agency. Part of this new initiative is to include
law enforcement intelligence in open source information sharing. Chapter 11
provides a detailed discussion of open sources, the different types of information
that can be obtained, how it can be obtained, and caveats for analysis.

A wide—and confusing—array of federal intelligence resources, including
networks, systems, analytic services, applications and products, is available to
state, local, and tribal law enforcement. Many have a specialized expertise or

a limited area of application, while others are very broad in their application.
Chapter 12 discusses federal intelligence resources, starting with a discussion
of classified information, including a description of the process for a state, local,
or tribal law enforcement officer to obtain a federal security clearance. Most
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law enforcement officers, however, will not have a clearance and will be dealing
with Sensitive But Unclassified (SBU) information. A discussion is provided

of the meaning and rules for SBU information sharing. Important to note:

SBU information is going through a government-wide transition to become
categorized as Controlled Unclassified Information (CUI) and has some distinct
issues for sharing and storing the information. The chapter provides a detailed
discussion of CUl and the guidelines imposed for its use. The last part of the
chapter is an encyclopedic listing of diverse federal information and intelligence
systems and resources.

One of the recommendations of the National Criminal Intelligence Sharing Plan

is that every law enforcement agency, regardless of size, should develop an
intelligence capacity. For some agencies this will be an entire unit, while for other
agencies it will be a part-time assignment of one person. In either case, there are
management concerns related to the intelligence function. Chapter 13 focuses on
management concerns that have relative uniqueness to the intelligence function.
It begins with a comprehensive list of factors to consider when developing the
intelligence capacity. This is followed by a detailed description of developing a
Concept of Operations (ConOps) that serves as the road map for developing and
implementing the intelligence function. Finally, a wide range of management
issues are discussed, ranging from developing policies to human resources
concerns.

The final chapter examines critical issues and challenges for the future and

a model for implementing change. The Guide also includes comprehensive
resources for all aspects of intelligence, a glossary of intelligence terms, and
appendixes to support the various discussions. Included in the appendixes are
two intelligence audit checklists.

Executive Summary
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Introduction

To protect the United States from threats to our security and sovereignty, current
initiatives at the federal, state, local, and tribal levels seek to develop a “culture of
information sharing."” This is a significant challenge that requires the integration of
new law, policy, procedure, training, and organizational change.

The National Strategy for Information Sharing focuses on five core principles:

1. Effective information sharing comes through strong partnerships among
federal, state, local, and tribal authorities, private-sector organizations, and
our foreign partners and allies.

2. Information acquired for one purpose, or under one set of authorities, might
provide unique insights when combined, in accordance with applicable law,
with seemingly unrelated information from other sources. We, therefore,
must foster a culture of awareness in which people at all levels of government
remain cognizant of the functions and needs of others and use knowledge
and information from all sources to support counterterrorism efforts.

3. Information sharing must be woven into all aspects of counterterrorism
activity, including preventive and protective actions, actionable responses,
criminal and counterterrorism investigative activities, event preparedness,
and response to and recovery from catastrophic events.

4. The procedures, processes, and systems that support information sharing
must draw on and integrate existing technical capabilities and must respect
established authorities and responsibilities.

5. State and major urban area fusion centers represent a valuable information-
sharing resource and should be incorporated into the national information-
sharing framework. This will require fusion centers to achieve a baseline level
of capability to gather, process, share, and utilize information, and operate
in a manner that respects individuals’ privacy rights and other legal rights
protected by U.S. laws.?

To achieve the culture of information sharing, every law enforcement agency in
the United States, regardless of size, must have the capacity to understand the
implications of information collection, analysis, and intelligence sharing. Each
agency must have an organized mechanism to receive and manage intelligence
as well as a mechanism to report and share critical information with other law
enforcement agencies. In addition, it is essential that law enforcement agencies
develop lines of communication and information-sharing protocols with the
private sector, particularly those related to the critical infrastructure, as well as
with those private entities that are potential targets of terrorists and criminal Program Manager-information Sharing

. Environment. Information Sharing
enterprises.

Environment Implementation Plan.
Washington, D.C.: Office of the Director of

Not every agency has the staff or resources to create a formal intelligence _ i
National Intelligence, 2006.

unit, nor is it necessary in smaller agencies. Even without an intelligence unit,
a law enforcement organization must have the ability to effectively consume 2National Strategy for Information Sharing.

the information and intelligence products being shared by a wide range of Washington, D.C: Executive Office of the
President, 2007, pp. 2-3.
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organizations at all levels of government. State, local, and tribal law enforcement
(SLTLE) will be most effective when a single source in every agency is the conduit
of critical information, whether it is the Terrorist Intelligence Unit of the Los
Angeles Police Department, the sole intelligence analyst of the Lansing (Michigan)
Police Department, or the patrol sergeant who understands the language of
intelligence and is the information-sharing contact in the Mercedes (Texas) Police
Department. Each law enforcement agency must have an understanding of its
intelligence management capabilities, regardless of its size or organizational
structure.

This document describes common language and processes for developing and
employing an intelligence capacity in SLTLE agencies across the United States as
well as articulating a uniform understanding of concepts, issues, and terminology
for law enforcement intelligence. While terrorism issues are the most pervasive,
the discussion of intelligence in this Guide is directed toward “all crimes, all threats,
and all hazards.” As such, the principles of intelligence discussed in this document
apply beyond terrorism and include organized crime and entrepreneurial crime in
all forms.

Drug trafficking and the associated crime of money laundering, for example,
continue to be a significant challenge for law enforcement. Transnational
computer crime, particularly Internet fraud, identity theft cartels, and global
black marketeering of stolen and counterfeit goods, are entrepreneurial crime
problems that are increasingly relegated to SLTLE agencies to investigate simply
because of the volume of criminal incidents. Similarly, local law enforcement is
increasingly drawn into human trafficking and illegal immigration enterprises and
the often-associated crimes related to counterfeiting of official documents, such
as passports, visas, driver’s licenses, social security cards, and credit cards. Even
the trafficking of art and antiquities has increased, often bringing a new profile of
criminal into the realm of entrepreneurial crime. Most recently, the application of
intelligence to pervasive violence in America’s communities is also an important
focus. All require an intelligence capacity for SLTLE, as does the continuation of
historical organized crime activities such as auto theft, cargo theft, and virtually
any other scheme that can produce profit for an organized criminal entity.

To be effective, the law enforcement community must interpret intelligence-
related language in a consistent manner. In addition, common standards, policies,
and practices will help expedite intelligence sharing while at the same time
protecting the privacy of citizens and preserving hard-won community policing
relationships.

Law Enforcement Intelligence: A Guide for State, Local, and Tribal Law Enforcement Agencies



Perspective

At the outset, law enforcement officers must understand the concept of law
enforcement intelligence, its distinction from national security intelligence,

and the potential problems an SLTLE agency can face when the two types of
intelligence overlap. A law enforcement executive must understand what is
meant by an “intelligence function”and how that function can be fulfilled through
the use of different organizational models. Related executive decisions focus on
staffing, particularly when there are fiscal limitations. Complicating this mission
are two new intelligence responsibilities that have emerged: 1. Information
sharing with national security and homeland security partners as part of the
Information Sharing Environment and 2. developing a capacity for Homeland
Security—or “all-hazards”"—Intelligence.

Another important—and pervasive—challenge is to ensure that all new
intelligence initiatives fully protect the privacy and civil rights of all persons.
Critical issues and new initiatives for this responsibility are discussed throughout
the Guide, with one chapter devoted specifically to this topic.

These issues pose a wide range of important questions: What kinds of information
does the law enforcement agency need (that is, what are its intelligence
requirements) from the federal government to most effectively counter terrorism?
How are those needs determined? How is the information requested? When

and in what form will the information be received? Will a security clearance be
needed to review the information that an executive requests? Beyond terrorism,
what types of threats exist in a community? How are these threats identified?
What kinds of threats are included in “all-hazards” intelligence? What are the best
sources and methods (that is, a collection plan) for understanding these threats
and developing actionable intelligence? How do we engage the community and
private sector in the intelligence process? What are the limitations on collecting
and disseminating information between law enforcement and the community and
private sector? The answers are not easy, but they are attainable.

From a policy and process perspective, what is meant by information sharing?
What information can be collected? What information can be retained in a
criminal intelligence records system? How long may the records be retained?
When does a person transcend the threshold of exercising his or her rights to
posing a threat to community safety? What resources exist to aid an SLTLE agency
in accomplishing its intelligence goals? How can the entire law enforcement
agency be integrated into the intelligence function? If a law enforcement
organization is to be effective, the answers to these questions must be a product
of written policy.
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The intent of this document is to provide answers—or at least alternatives—to
these questions. To begin the process, every law enforcement administrator must
recognize that intelligence and information sharing can be effective in preventing
terrorism and fighting organized crime. To realize these ends, however, the
intelligence process for law enforcement at all levels of government requires the
following:

«  Reengineering some of the organization’s structure and processes so that

they are consistent with national initiatives and national standards of good
practice in law enforcement intelligence.

«  Developing a shared vision of the terrorist or criminal threat.

«  Establishing a commitment to participate and follow through with threat
information.

«  Overcoming the conceptual difficulty of intelligence processes that some
personnel find difficult to grasp.

- Committing an agency’s resources, time, and energy to the intelligence
function.

- Establishing policies and practices that protect individuals’ civil rights and
privacy.

- Embracing and using contemporary technology, including electronic access
to information and an electronic communications capability through a secure
connection.

«  Having proactive people using creative thought to identify “what we don’t
know" about terrorism and international organized crime.

«  Requiring a law enforcement agency to think globally and act locally.
- Engaging in public-private partnerships for intelligence.

- Engaging the community to participate in the intelligence process.

«  Being committed and patient.

Conclusion

The amount of change in the law enforcement intelligence process that has
occurred during the past 4 years is unprecedented. The roles and responsibilities
for state, local, and tribal law enforcement are challenging from operational,
policy, and fiscal perspectives. Despite these challenges, comprehensive plans
and new resources have become available to achieve the goal of protecting our
communities.
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Understanding Contemporary Intelligence

for Law Enforcement Organizations:
Concepts and Definitions

In the purest sense, intelligence is the end product of an analytic process that
evaluates information collected from diverse sources; integrates the relevant
information into a logical package; and produces a conclusion, estimate, or
forecast about a criminal phenomenon by using the scientific approach to
problem solving (that is, analysis). Intelligence, therefore, is a synergistic product
intended to provide meaningful and trustworthy actionable knowledge to law
enforcement decision makers about complex criminality, criminal enterprises,
criminal extremists, and terrorists.

The law enforcement intelligence function has essentially two broad purposes:

1. Prevention involves gaining or developing information related to threats
of terrorism or crime and using it to apprehend offenders, harden targets,
and use strategies that will eliminate or mitigate the threat. Two generally
accepted types of intelligence are specifically oriented toward prevention:

a. Tactical Intelligence. Actionable intelligence about imminent or
near-term threats that is disseminated to the line functions of a law
enforcement agency for purposes of developing and implementing
preventive, and/or mitigating, response plans and activities.

b. Operational Intelligence. Actionable intelligence about long-term
threats that is used to develop and implement preventive responses.
Most commonly, operational intelligence is used for long-term inquiries
into suspected criminal enterprises and complex multijurisdictional
criminality.

2. Planning and resource allocation provides information to decision-makers
about the changing nature of threats, the characteristics and methodologies
of threats, and emerging threat idiosyncrasies for the purpose of developing
response strategies and reallocating resources, as necessary, to accomplish
effective prevention.

a. Thisis known as strategic intelligence. It provides an assessment of the

changing threat picture to the management of a law enforcement agency

for purposes of developing plans and allocating resources to meet the
demands of emerging threats.

While investigation' is clearly related to the information collection? and
intelligence processes, the intelligence function is often more exploratory and
more broadly focused than a criminal investigation, per se. For example, a law
enforcement agency may have a reasonable suspicion to believe that a person
or group of people have the intent, capacity, and resolve to commit a crime or
terrorist act. Evidence, however, may fall short of the probable cause standard,
even for an arrest for criminal attempt or conspiracy. Moreover, there may be a
compelling community safety reason to keep an inquiry open to identify other
criminal offenders—notably leaders—and weapons that may be used.

"“Investigation”is defined as the pursuit of
information based on leads and evidence
associated with a particularly defined
criminal act to identify and apprehend
criminal offenders for prosecution in a
criminal trial.

2“Information collection” in the context
of law enforcement intelligence is the
capture of information and data to
determine if suspicious activities have a
criminal nexus and/or to understand the

operation of crime phenomena.
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3 This includes information that would
be in the intelligence records system
“Temporary File” as well as “Non-Criminal
Identifying Information” as defined by 28
CFR Part 23.

“This is not an exclusive categorization
of intelligence. The discipline of
intelligence may be divided into other

categories; for example, National Security

Intelligence may be divided into “policy
intelligence” and “military intelligence.”
One may also consider “business
intelligence,"“geospatial intelligence,” or
“cyber intelligence,”among others. The
categorization used above is the best
model to illustrate critical points for the

current discussion.

5The author uses the phrase “law
enforcement intelligence” because a
realm of study in the field of criminal
psychology addresses “criminal
intelligence” as it relates to the criminal
personality and the propensity and
processes by which criminals behave.

Because of this broader role, the need to keep information secure, and the
necessity of keeping records that identify individuals and organizations for whom
evidence of criminal involvement is uncertain or tangential,® rigid guidelines
must be followed. These guidelines are designed to protect the constitutional
rights of citizens while at the same time permitting law enforcement agencies to
proceed with an inquiry for purposes of community safety. The guidelines are
also designed to facilitate accurate and secure information sharing between law
enforcement agencies because the nature of terrorism and criminal enterprise
threats are inherently multijurisdictional. Further, if law enforcement agencies at
all strata of government subscribe to the same guidelines, information sharing can
be more widespread because there is certainty that regardless of with whom the
information is shared, the security and integrity of the records will remain intact.

Defining Intelligence

There are many misconceptions about the meaning and application of
“intelligence;” not only among the lay public but also within law enforcement.
Colloquial uses of the term provide an intuitive understanding, such as “Officer
Jones collected some good intelligence” These uses, however, lack precision and
are unable to account for the diverse applications and rules associated with the
intelligence function.

As a primer, there are two broad classes of intelligence, as illustrated in Figure 2-1.
The first category is the “discipline” of intelligence, which refers to the set of rules,
processes, and lexicon of the intelligence function. This Intelligence Guide is solely
about the discipline of intelligence. Within the framework of the discipline, there
are three types of intelligence of concern for the present discussion:*

1. Law enforcement (or criminal®) intelligence, 2. Homeland security—also known
as“all-hazards”"—intelligence, and 3. National security intelligence. While there
are important similarities across these three categories, there are also distinct
differences. These critical factors are discussed throughout this Guide as they
specifically relate to state, local, and tribal law enforcement (SLTLE) agencies.

Figure 2-1: Classes of Intelligence

Intelligence:

Analysis of raw information to provide synergistic
knowledge about a threat

Application of
Intelligence:
Crimes/Targets

Discipline of Intelligence: Concepts, rules,
processes, and law of the intelligence function

Law Homeland National Indicators, Motives,
Enforcement Enforcement Enforcement Methods of those
Intelligence Intelligence Intelligence Posing Threats
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The second broad class is the “application of intelligence,’ which deals with
knowledge related to a specific crime type. Intelligence analysis that produces
information about new methods and indicators in the uses of improvised
explosive devices (IED) by jihadists, for example, is the “application of intelligence.”
Another illustration would be indicators drawn from an analysis of international
financial transactions that are characteristic of a money laundering enterprise.
An essential ingredient for the application of intelligence is an understanding

of the nature and constituent elements of the crime phenomenon of concern.
For example, if a community is threatened by multijurisdictional gang activity
that operates as a criminal enterprise, an understanding of the gang culture,
signs, symbols, hierarchy, and other gang-specific characteristics is essential for
analysts and officers to be effective in combating the crime problem. While the
two classes of intelligence are inextricably linked for purposes of training and
application, it is nonetheless essential to understand the unique aspects of each.

With an understanding of the classes of intelligence, attention will be directed
toward the definitions of each.

Law Enforcement Intelligence

This Guide uses definitions based on generally accepted practice and standards by
the law enforcement intelligence community at the local, state, and tribal levels.
This does not mean that other definitions of terms are wrong, but this approach
provides a common understanding of words and concepts as most applicable to
the targeted audience of this Guide.

Before defining intelligence, it is essential to understand the meaning of
“information” in the context of this process. Information may defined as “pieces
of raw, unanalyzed data that identify persons, organizations, evidence, events or
illustrates processes that indicate the incidence of a criminal event or witnesses
or evidence of a criminal event."® As will be seen, information is collected as the
currency that produces intelligence.

The phrase “law enforcement intelligence,” used synonymously with “criminal
intelligence," refers to law enforcement's responsibility to enforce the criminal

law. Oftentimes, the phrase is used improperly, and too often, intelligence is
erroneously viewed as pieces of information about people, places, or events that
can be used to provide insight about criminality or crime threats. It is further
complicated by the failure to distinguish among the different types of intelligence.

Figure 2-2: Diverse Information Collected for Intelligence
Analysis

Informant Travel Banking
Trans-

: : B . .
Informaticn Records S Global Intelligence Working Group.

Criminal Intelligence for the Chief Executive.
A Training Program for the Chief Executive.
COLLECTIVELY, WHAT DOES Pan Glossary. Washington, D.C.: Global
Undercover ALL OF THIS MEAN?
WHAT DOES IT TELL YOU?

Register Justice Information Sharing Initiative, U.S.
Department of Justice, 2004.

Document Forensic
Evidence Evidence
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7 Carter, David L. Law Enforcement
Intelligence Operations. 8th ed.

Tallahassee, Florida: SMC Sciences, Inc.

2002.

Pieces of information gathered from diverse sources, such as wiretaps, informants,
banking records, or surveillance (see Figure 2-2), are simply raw data that
frequently have limited inherent meaning. Intelligence is when a wide array of
raw information is assessed for validity and reliability, reviewed for materiality to
the issues at question, and given meaning through the application of inductive

or deductive logic. Law enforcement intelligence, therefore, is “the product of an
analytic process that provides an integrated perspective to disparate information
about crime, crime trends, crime and security threats, and conditions associated
with criminality”” The need for carefully analyzed, reliable information is essential
because both policy and operational decisions are made using intelligence;
therefore, a vigilant process must be in place to ensure that decisions are made on
objective, informed criteria, rather than on presumed criteria.

Often “information sharing” and “intelligence sharing” are used interchangeably by
persons who do not understand the subtleties, yet importance, of the distinction.
In the strictest sense, care should be taken to use terms appropriately because,

as will be seen in later discussions, there are different regulatory and legal
implications for “intelligence” than for “information” (See Table 2-1) As such, the
subtleties of language can become an important factor should the management
of a law enforcement agency’s intelligence records come under scrutiny.

Table 2-1: Comparative lllustrations of Information and
Intelligence

Information Intelligence

« Criminal history and driving records + Areport by an analyst that draws
conclusions about a person’s criminal

- Offense reporting records
P 9 liability based on an integrated

- Statements by informants, witnesses, analysis of diverse information
and suspects collected by investigators and/or

- Registration information for motor researchers
vehicles, watercraft, and aircraft « An analysis of crime or terrorism

. Licensing details about vehicle trends with conclusions drawn about
operators and professional licenses of characteristics of offenders, probable
all forms future crime, and optional methods

) ) for preventing future crime/terrorism
« Observations of behaviors and

incidents by investigators, surveillance + Aforecast drawn about potential
teams, or citizens victimization of crime or terrorism

based on an assessment of limited
information when an analysts uses
past experience as context for the
conclusion

« Details about banking, investments,
credit reports, and other financial
matters

+ Descriptions of travel including the
traveler(s) names, itinerary, methods
of travel, date, time, locations, etc.

« An estimate of a person’s income
from a criminal enterprise based on
a market and trafficking analysis of
- Statements of ideologies, beliefs, and illegal commodities
practices
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Definitions and Context

State and local law enforcement have consistently defined law enforcement
intelligence as containing the critical element of “analysis” before any information
can be characterized as “intelligence.” For example, the International Association
of Chiefs of Police Criminal Intelligence Sharing plan funded by the Office of
Community Oriented Policing Services observes that:

...intelligence is the combination of credible information with quality
analysis—information that has been evaluated and from which conclusions
have been drawn.?

Similarly, the Global Intelligence Working Group, a project that is funded by the
Office of Justice Programs and is part of the Global Justice Information Sharing
Initiative, discusses law enforcement intelligence by observing:

...the collection and analysis of information to produce an intelligence end
product designed to inform law enforcement decision-making at both the
tactical and strategic levels.®

Following a consistent vision, the International Association of Law Enforcement
Intelligence Analysts states that intelligence is an analytic process:

...deriving meaning from fact. It is taking information collected in the course
of an investigation, or from internal or external files, and arriving at something
more than was evident before. This could be leads in a case, a more accurate
view of a crime problem, a forecast of future crime levels, or a hypothesis of
who may have committed a crime or a strategy to prevent crime.”®

In creating standards for state, local, and tribal law enforcement, the Commission
on Accreditation for Law Enforcement Agencies (CALEA) seeks to provide specific
guidance on policies and practices that ensures efficacy and protection from
liability on all aspects of law enforcement duties. With respect to intelligence,
CALEA’s standards note:

Certain essential activities should be accomplished by an intelligence
function, to include a procedure that permits the continuous flow of raw

data into a central point from all sources; a secure records system in which
evaluated data are properly cross-referenced to reflect relationships and

to ensure complete and rapid retrieval; a system of analysis capable of
developing intelligence from both the records system and other data sources;
and a system for dissemination of information to appropriate components.'

It is clear not only from these discussions, but also from the legacy of law
enforcement intelligence from various national crime commissions examining
intelligence-related activities at the state and local level, that a common thread is
that information must be analyzed before it is classified as intelligence. Chapter 3
will show that there is a fundamental reason for this: regulations applying to state,
local, and tribal intelligence records must'? meet standards of assessment that

do not apply to federal agencies.” As a consequence, the analytic component is
essential for the definition.

8 International Association of Chiefs of
Police. Criminal Intelligence Sharing: A
National Plan for Intelligence-Led Policing
at the Federal, State, and Local Levels. A
Summit Report. Alexandria, Virginia:
IACP, 2002, p. v.

? Global Intelligence Working Group.
National Criminal Intelligence Sharing
Plan. Washington, D.C.: Office of Justice
Programs, 2003, p. 6.

% International Association of Law
Enforcement Intelligence Analysts.
Successful Law Enforcement Using Analytic
Methods. Internet-published document,
undated, p. 2.

" Commission on Accreditation of Law
Enforcement Agencies. Standards
for Law Enforcement Accreditation.
“Standard 51.1.1 - Criminal Intelligence”
Washington, D.C.: CALEA, 2002.

2 Most notably, 28 CFR Part 23 as well as
various court decisions.

3 These issues are described in detail, in
both Chapter 3 and Chapter 7.
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“For a discussion of “order maintenance”
responsibilities see Carter, David L.
Police and the Community. 7th ed. Upper
Saddle River, New Jersey: Prentice Hall,
2000.

It is often stated that for every rule there is an exception. The definition of law
enforcement intelligence fits this axiom. As a matter of functional practicality, the
FBI Directorate of Intelligence (DI) categorizes intelligence somewhat differently.
As observed by one FBI DI official in a confidential interview:

In the law enforcement/national security business, [intelligence] is
information about those who would do us harm in the form of terrorist acts

or other crimes, be they property crimes or violent crimes. ... [The FBI DI]
produces both "raw" (or unevaluated intelligence) and "finished" intelligence
products (those that report intelligence that has had some degree of analysis).

Given the nature of the FBI DI's responsibilities and the need to get the critical
threat information into the hands of the law enforcement community quickly,
this definition is more appropriate for its role. Law enforcement executives need
to be aware of the different roles and the different context when interpreting
information. These differences are not in conflict; rather, they coexist to support
the different missions and responsibilities of agencies at all levels of government.
Similarly, the need for a different approach to the “Intelligence Cycle” exists for the
FBI compared to SLTLE because of different intelligence demands.

The remedy is simple: Those responsible for the intelligence function need to
understand these differences and apply policies and practices (described later)
that are most appropriate for the types of intelligence being produced and
consumed.

Homeland Security (All-Hazards) Intelligence

While the phrase “homeland security intelligence”is relatively new, it

integrates well-established law enforcement responsibilities, most notably the
“order maintenance” function of law enforcement.’ These new intelligence
responsibilities have emerged within the homeland security framework requiring
that intelligence activities at the state, local, and tribal levels must assess

threats posed by “all hazards.” While there certainly are gray areas within this
framework, the key factor for law enforcement agencies is to focus on threats
posed by hazards that have implications for responsibilities for public safety

and order maintenance. Within this context, the author defines homeland
security intelligence as the collection and analysis of information concerned with
noncriminal domestic threats to critical infrastructure, community health, and
public safety for the purpose of preventing the threat or mitigating the effects of
the threat.

A public health emergency or natural disaster, for example, will necessarily
involve a law enforcement agency to assist in maintaining order and executing
operations to maintain public order until the crisis is resolved. Homeland security
intelligence may identify community safety vulnerabilities emerging from the
emergency or disaster and give this information to law enforcement agencies so
that appropriate precautions can be put into place. In yet other cases, information
may begin as homeland security intelligence and become law enforcement
intelligence, such as a general threat to critical infrastructure that evolves into a
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threat where an individual is identified. If an individual is identified as related to a
critical infrastructure threat, in all likelihood a criminal nexus has emerged and a
law enforcement intelligence inquiry may proceed jointly with homeland security
intelligence.

This form of intelligence presents many challenges because it is not purely
criminal, yet addresses responsibilities that law enforcement agencies have to
manage within their communities. Homeland security intelligence is not clearly
delineated either as a matter of law or of policy, yet it is increasingly prevalent
because of the impact of Department of Homeland Security (DHS) responsibilities,
particularly in the arena of critical infrastructure.

As noted above, in some cases law enforcement intelligence and homeland
security intelligence may overlap. This is illustrated by an actual case study
appended at the end of this chapter related to a threat associated with zebra
mussels that has both homeland security and criminal implications. The value of
the case study is to illustrate not only homeland security intelligence but also law
enforcement intelligence as applied to a nontraditional threat.

National Security Intelligence

In understanding the broad arena of intelligence, some perspective of national
security intelligence (NSI) is useful for SLTLE agencies. This primer is meant to
familiarize the law enforcement reader with basic terms, concepts, and issues, and
is not intended as an exhaustive description.

NSI may be defined as “the collection and analysis of information concerned

with the relationship and homeostasis of the United States with foreign powers,
organizations, and persons with regard to political and economic factors as

well as the maintenance of the United States' sovereign principles.”'> NSI seeks

to maintain the United States as a free, capitalist republic with its laws and
constitutional foundation intact, and identify and neutralize threats or actions that
undermine United States sovereign principles.

NSI embodies both policy intelligence and military intelligence. Policy intelligence
is concerned with threatening actions and activities of entities hostile to the U.S.,
while military intelligence focuses on hostile entities, weapons systems, warfare
capabilities, and order of battle. Since the fall of the Soviet Union and the rise of
threats from terrorist groups, both policy and military intelligence have evolved to
grapple with the character of new threats. The organizations responsible for NSI
are collectively known as the Intelligence Community (IC).

The ICis a federation of 16 executive branch agencies and organizations that work
within their own specific mission as well as in an integrated fashion to conduct
threat assessment and intelligence activities necessary for effective foreign
relations and the protection of United States national security. These activities
include the following:

«  Collection of information needed by the President, the National Security
Council, the Secretaries of State and Defense, and other Executive Branch
officials for the performance of their duties and responsibilities

'5 Carter, David L. Law Enforcement
Intelligence Operations. 8th ed.
Tallahassee, Florida: SMC Sciences, Inc.,
2002.
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«  Production and dissemination of intelligence related to national security
and the protection of U.S. sovereign principles from interference by foreign
entities

«  Collection of information concerning, and the conduct of activities to protect
against, intelligence activities directed against the U.S., international terrorist
and international narcotics activities, and other hostile activities directed

against the U.S. by foreign powers, organizations, persons, and their agents

«  Administrative and support activities within the U.S. and abroad that are
necessary for the performance of authorized activities such as foreign
relations, diplomacy, trade, and the protection of interests of our allies

«  Such other intelligence and activities as the President may direct as related to
national security and the U.S. relationship with foreign entities.

The 16-member IC consists of the following organizations:'

1. Air Force Intelligence.

Army Intelligence.

Central Intelligence Agency.

Coast Guard Intelligence.

Defense Intelligence Agency.
Department of Energy.
Department of Homeland Security.

Department of State.

O ® N o un > W N

Department of the Treasury.

—_
o

. Drug Enforcement Administration.

11. Federal Bureau of Investigation.

12. Marine Corps Intelligence.

13. National Geospatial-Intelligence Agency.
14. National Reconnaissance Office.

15. National Security Agency.

16. Navy Intelligence.

As seen in the definition and descriptions of NSI, there is no jurisdictional concern
for crime. As a result, constitutional restrictions that attach to criminal cases that
law enforcement faces on information collection, records retention, and use of
information in a raw capacity do not apply to IC responsibilities where there is no
criminal investigation.

SLTLE agencies have no direct jurisdiction as related to NSI; however, this does not
mean that they will not encounter NSI or receive collection tasks to support NSI.
Indeed, given that the Federal Bureau of Investigation (FBI) is a member of the

IC, there is a strong likelihood that SLTLE officers serving on a Joint Terrorism Task
Force will encounter or be exposed to NSI. Similarly, since the Drug Enforcement
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Administration (DEA) is also a member of the IC, officers working on an Organized
Crime Drug Enforcement Task Force may also encounter this intelligence. In both
instances the officers typically will have Top Secret or Secret security clearances
that provide access to classified documents which may provide additional insights
about the information, including the source of the information and the method

of collection. Nonetheless, it is a slippery slope for SLTLE officers to rely on this
information for a criminal investigation because there is a strong likelihood that
the methods of collecting the NSI would not meet constitutional musterin a
criminal trial.

Even if it appeared that constitutional standards may be met, there are other
potential problems when using the information in a criminal enquiry. Since
the accused in a criminal proceeding has the right to be confronted by his or
her accusers, the exercise of this right could compromise sensitive sources and
methods. While the Classified Information Procedures Act (CIPA) provides a
mechanism to deal with the process, some find that it is cumbersome and may
result in greater complications than would otherwise be necessary."”

The next issue deals with constitutional law. If the information was collected
from NSI sources in a manner inconsistent with the Constitution, it is likely, based
on the “Fruits of the Poisonous Tree Doctrine,” that any subsequent evidence
developed during the course of that investigation would be subject to the
Exclusionary Rule. Consequently, the evidence would be inadmissible.

Liability is a final issue concerning state, local, and tribal officers’access to NSI.
Specifically, in a criminal investigation, if SLTLE officers used NSI that was collected
in a manner inconsistent with constitutional standards or if that information
(including personal records) was kept as intelligence records that were under

the custodianship of a state, local, or tribal law enforcement officer, it is possible
that the officer(s) and the chain of command (through vicarious liability) of that
officer’s agency could be liable under 42 USC 1983, Civil Action for Deprivation

of Civil Rights. Under this provision, as most officers are well aware, if a state or
local officer, acting under the color of state law, violates the civil rights of a person,
the officer and his or her chain of command may be sued in federal court. Even
though that officer may be working on a federal task force under the supervision

7The author has elected not to discuss
CIPA in any detail because it deals with
federal investigations rather than state,

of a federal officer, such as an FBI Supervisory Special Agent, the applicable test local, and tribal criminal investigations.
is whether the officer is paid by and bound by the employment rules of his or her For the person interested in further
state or local employing jurisdiction.'® exploring CIPA, see www.usdoj.gov/

usao/eousa/foia_reading_room/usam/
Based on authorities from the National Security Act of 1947; Executive Order title9/crm02054.htm.

12333; various executive directives, and the U.S. Attorney General Guidelines,

. . L. . . . '®The FBI and DEA may keep such records
the FBI is the lead agency in domestic intelligence collection. It is important that

in their custody on the basis of their

SLTLE understand the distinction between the authority of IC agencies to collect national security responsibilities. While it

and retain information and that of SLTLE agencies. is possible to hold a federal officer liable
based on what is known as a “Bivens

A new challenge emerges with the Information Sharing Environment (ISE) created Suit”—derived from the case of Bivens v.

by the Intelligence Reform and Terrorism Prevention Act of 2004. As will be Six Unknown Agents 403 US 388 (1971)—

discussed in the next chapter, the ISE seeks to share all information related to it would be difficult, particularly under

the conditions of counterterrorism.
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threats to the homeland. The challenge arises particularly if SLTLE agencies collect
or retain information related to a national security threat rather than to a crime.
SLTLE agencies sole jurisdiction as related to intelligence is based in their statutory
authority to enforce the criminal law. As such, there is extensive constitutional
rigidity and judicial scrutiny of their processes as well as the information that

is collected and retained in a criminal intelligence records system (See Figure

2-3). Conversely, constitutional protections do not attach in the same way to the
collection and retention of information by the IC. As a result, these agencies have
greater latitude in the types of information they possess.

The processes are complicated further regarding the collection of information
domestically (within the territory of the United States) that is related to national
security threats. The primary responsibility for collecting domestic information
for national security falls within the authority of the DHS, the FBI, and the

DEA, which can produce intelligence for dissemination to SLTLE. U.S. foreign
intelligence agencies, however, are prohibited from working with state and local
law enforcement in a manner that could be interpreted as “tasking intelligence
collection.” As a result, SLTLE agencies should rely on their relationship with the
DHS, the FBI, and the DEA on matters of domestic intelligence, including when
those matters involve international terrorism activity. (See Figure 2-3)

Figure 2-3: Law Enforcement and National Security Intelligence
Authority Comparison

= JurispICTION i B

State, Local,and Tribal Law R e
Enforcement " ENFORCEMENT '/

- INTELLIGENCE
Criminal Law Enforcement RO00000000000

Federal Law Enforcementand
National Security
FBI and DEA
Intelligence Community (IC) JURISDICTION
FOR
National Security NATIONAL
Responsibilities SECURITY
INTELLIGENCE

Effective policy and processes must be implemented and enforced to ensure
that SLTLE agencies do not maintain improper information about individuals and
organizations in their records system as a product of the ISE. These issues will be
discussed in greater detail in the chapter on civil rights.
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The lessons learned from this brief review of national security intelligence are

threefold:

1. State, local, and tribal law enforcement officers have no jurisdiction to collect
or manage NSI.

2. Use of NSlin a criminal investigation by a state, local, or tribal law
enforcement officer could derail the prosecution of a case because of civil
rights protections.

3. Use of NSl in a criminal investigation by an SLTLE officer and/or retention of
NSl in a records system or in the personal records of an SLTLE officer could
open the possibility of civil liability from a Section 1983 lawsuit.

Emerging Intelligence Initiatives Associated
with Homeland Security/All-Hazards
Intelligence

While the range of activities that could be encompassed by homeland security
intelligence is broad, two initiatives are moving forward with greater rapidity: the
Fire Service Intelligence Enterprise and Public Health/Medical Intelligence.

Fire Service Intelligence Enterprise
The Fire Service Intelligence Enterprise (FSIE), a new initiative that is in its infancy,
is epitomized by this observation from Fire Chief magazine:

Does the fire service, or emergency services in general, have a role in the
world of intelligence? This question probably would never have been asked
prior to Sept. 11, 2001, but it is being asked now. Given that firefighters are
among the country's first responders to terrorist incidents, natural disasters,
industrial accidents, and everyday emergencies, the answer is a resounding
yes."”

Asking law enforcement about the fire service role in intelligence operations
does not evoke a response with the same vigor. The reason, for the most part, is
uncertainty: Law enforcement is uncertain about the types of information they
can share with the fire service and whether the fire service holds a unique role
beyond the private sector.

Exploration has resulted in the FSIE experimental initiative. Based on a test
program from the Fire Department of New York (FDNY) along with joint efforts
from within DHS—the Intelligence & Analysis Directorate (I&A) and the Federal
Emergency Management Agency (FEMA)—the concept is being further
explored.®®

Though not a federally sanctioned establishment or organization, its
establishment by state and local fire service officials and industry groups was
a result of advice and support provided by the State and Local Program Office
to the FDNY and FEMA'’s United States Fire Administration. This relationship
contributed to a draft approach for state and local fire services to share threat
and related information among the country’s nearly 1.2 million firefighters

19 Pitts, Diane, “Getting the 411, Fire
Chief, January 1, 2008. firechief.com/
leadership/incident-command/

intelligence-community-information-

sharing-0101/index.html

20 For a list of the intelligence and

information requirements of the FSIE,

see: Office of Intelligence and Analysis.

National Strategy for the Fire Service

Intelligence Enterprise. Washington, D.C.:

U.S. Department of Homeland Security,

2008, pp.14-21.
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2 Tomarchio, Jack.” Focus on Fusion
Centers: A Progress Report.” Prepared
statement before the Ad Hoc
Subcommittee on State, Local and
Private Sector Preparedness and
Integration, Committee on Homeland
Security and Government Affairs, United
States Senate, April 17,2008, p.7.

2|bid
3 Pitts, Op. Cit.

2 mic.afmic.detrick.army.mil (restricted

access site).

» www.epibiostat.ucsf.edu/epidem/
epidem.html

2 www.biohealthbase.org

*” wonder.cdc.gov

and EMS customers. I&A continues working with the United States Fire
Administration and the National Fire Academy in Emmitsburg, Maryland, to
incorporate intelligence training into their course curriculum and ensure that
our first responders better understand the events surrounding or leading up
to their involvement in an incident.”!

FSIE's objective is to establish a direct information conduit between the fire
service and both DHS and local law enforcement, largely through a fusion

center. The law enforcement agency would pursue a direct information-sharing
relationship with the fire service per a directive of the National Response Plan.
The National Response Plan mandates the alignment of federal coordinating
structures, capabilities, and resources into a unified, all-discipline, and all-hazards
approach to domestic incident management.??

Through sharing pre-incident information and intelligence and real-time incident
updates, situational awareness will be enhanced to support the preparedness
efforts of both local fire departments and the DHS. Rapid and comprehensive
information sharing also is imperative to establishing a common operational
picture on the local and national levels during a major incident.?®

The difficulty for the FSIE concept is that it predominantly exists within the
“all-hazards” framework of intelligence about which law enforcement is still
attempting to identify and resolve its intelligence role. Further, the issues of
information sharing and civil rights remain difficult to resolve unequivocally.
Similarly, some members of the fire service are not overly enthusiastic about being
associated with the law enforcement intelligence function.

Amalgamating the fusion concept with the all-hazards approach to intelligence
requires a critical review of operating processes, responsibilities, and roles. The
jury is out on whether the FSIE will be a fruitful initiative. Nonetheless, law
enforcement executives and intelligence commanders should be aware of the
FSIE concept and explore the role, if any, it holds in the local law enforcement
intelligence structure.

Medical Intelligence: Protecting the Public Health

A growing component of the all-hazards responsibility in homeland security
intelligence deals with public health threats. Medical intelligence assesses
public health trends, organizations, and related events that can affect the health
of a community. There has been significant growth in the military on medical
intelligence where the focus is broader, notably looking at foreign medical
trends. Comprehensive resources on medical intelligence can be found at these
resources:

«  The Armed Forces Medical Intelligence Center®

«  The WWW Virtual Library collection on Epidemiology?*
«  The Biodefense and Public Health Database?®

. The Centers for Disease Control and Prevention (CDC) WONDER Database of
Health and Risks.?”
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The significant points to note are these:

1. Thereis a distinct trend toward medical intelligence as a tool to assist in the
protection of our communities.

2. Medical intelligence will become an increasingly important intelligence
responsibility as a result of the all-hazards mandate.

3. There are resources to assist in identifying public health threats.

Gang Intelligence

Gang intelligence provides challenges to fully understanding the application

of current law, regulation, policy, and practice for law enforcement intelligence.
As noted previously, intelligence is the output of the analytic process; however,
with those persons specializing in gang investigations, the term “intelligence”

is commonly used more broadly. Typically, gang specialists include “indicators”
under the rubric of intelligence; for example, information about gang behaviors,
signs and symbols of different gangs (“colors” and “tagging”), the modus operandi
of different gangs, and trends in the different gang activities. Frequently, much of
this information is not analyzed, or at least not analyzed in the same sophisticated
manner as the intelligence process. As a practical element of the discussion in
this section, the recognition of this fact is functional; thus, when discussing gang
intelligence, this common application of the term by gang investigators will be
used.

Certainly there is an important role for analysis when dealing with gangs; however,
gang data and information are not subject to analysis as frequently as they should
be. This should change not only with the expansion of analytic expertise in law
enforcement agencies, notably through fusion centers, but also as a result of
approval of the Guidelines for Establishing and Operating Gang Intelligence Units
and Task Forces? by the Global Intelligence Working Group.

The following is information from the FBI:
- "Today, gangs are more violent, more organized, and more widespread than
ever before."

«  "There are approximately 30,000 gangs, with 800,000 members, impacting
2,500 communities across the U.S""

- Latino gangs are sowing violence and crime in big cities like Los Angeles,
Chicago, and New York, but are also spreading to rural and suburban areas.

«  Theviolent gang MS-13—composed mainly of Central American immigrants
from El Salvador, Honduras, and Guatemala—"has a significant presence in
Northern Virginia, New York, California, Texas, as well as places as disparate
and widespread as Oregon City, Oregon; and Omaha, Nebraska." MS-13 is
estimated to have some 8,000 to 10,000 hard-core members—and is growing
increasingly sophisticated, widespread, and violent.*

B Global Intelligence Working Group.
Guidelines for Establishing and Operating
Gang Intelligence Units and Task Forces.

) o ) o o Washington, D.C.: Bureau of Justice
With many criminal gangs taking on the characteristics of transjurisdictional Assistance, U.S. Department of Justice,

criminal enterprises, the need for information sharing and analysis of threats is 2008.
essential. The tools and resources of intelligence can be important factors in

: . . & fbi.gov/page2/april05/
effectively dealing with gang problems. HHLIBLIOYDAdES abn

swecker042005.htm
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Gang intelligence provides challenges in the application of current law, regulation,
policy, and practice for law enforcement intelligence. As noted previously,
intelligence is the output of the analytic process. For those specializing in

gang investigations, however, “intelligence” is commonly viewed more broadly,
typically including information about gang behavior, indicators, modus

operandi, and trends that are largely derived from raw information learned from
investigations rather than analysis. As a practical element of this discussion, the
subtle distinction between what is meant by “intelligence” by gang investigators
as compared to the meaning of “intelligence” by those working in the law
enforcement intelligence community should be recognized.

What Is a Gang?

The initial vision when hearing the word “gang”is a group of young males,
typically in the inner city involved in “turf battles” and who spray paint gang
symbols on property and is involved in violent, often deadly, confrontations with
other collectives of young men. Typically, a vision of the well-known Los Angeles-
based “Crips” and “Bloods” gangs is part of that picture. While these kinds of gangs
certainly exist, gangs encompass a much larger population.

The National Gang Threat Assessment®® divided gangs into six broad categories:

1. National and Regional Street Gangs.

2. Gangs and Organized Crime.
- Asian Organized Crime

- Russian Organized Crime

3. Gangs and Terrorist Organizations.
- Domestic Terrorist Groups

- International Terrorist Groups
4. Prison Gangs.
5. Hispanic Gangs.

6. Outlaw Motorcycle Gangs.

As can be seen from these categories, the line between gangs and organized
crime may be blurred. Similarly, the line between gangs and terrorist
organizations can also be difficult to discern because often both use the tactics of
intimidation and fear to accomplish their goals.

While each state has its own statutory definitions of a gang, most use a model
similar to that of the Violent Gang and Terrorist Organization File (VGTOF) of the
National Crime Information Center (NCIC). According to VGTOF guidelines, a gang
member must be characterized as, and have at least two of, the following criteria:
«  Has been identified as a gang member by an individual of proven reliability.

«  Has been identified as a gang member by an individual of unknown reliability,
and that information has been corroborated in significant respects.
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«  Has been observed by law enforcement members to frequent a known gang’s
area, associate with known gang members, and/or affect that gang’s style of
dress, tattoos, hand signals, or symbols.

«  Has been arrested on more than one occasion with known gang members
consistent with gang activity.

«  Has admitted membership in a gang at any time other than at the time of
current arrest/incarceration.’'

As can be seen, the value of intelligence and information sharing for both
identifying and classifying a person as a gang member can be an important tool.
This is particularly true because gangs are often transjurisdictional. Both tactical
and strategic intelligence can provide important information to law enforcement
agencies about gang threats and trends.

Two initiatives have been developed that serve to enhance the use of intelligence
when dealing with the gang threat: The National Gang Intelligence Center and
the Guidelines for Establishing and Operating Gang Intelligence Units and Task Forces.

National Gang Intelligence Center

The National Gang Intelligence Center (NGIC) integrates the gang intelligence
assets of all Department of Justice agencies and has established partnerships with
other federal, state, and local agencies that possess gang-related information,
thereby serving as a centralized intelligence resource for gang information and
analytical support. This enables gang investigators and analysts to identify

links between gangs and gang investigations, further identify gangs and

gang members, learn the full scope of their criminal activities and enterprises,
determine which gangs pose the greatest threat to the United States, identify
trends in gang activity and migration, and guide the appropriate officials in
coordinating their investigations and prosecutions to disrupt and dismantle
gangs. The NGIC's mission is to support law enforcement agencies through timely
and accurate information sharing and strategic and tactical analysis of federal,
state, and local law enforcement intelligence focusing on the growth, migration,
criminal activity, and association of gangs that pose a significant threat to
communities throughout the United States.*?

The NGIC focuses on gangs operating on a national level that demonstrate 51 National Gang Center. Brief Review

criminal connectivity between sets of common identifiers. In addition, because of Federal and State Definitions of the
many violent gangs do not operate on a national level, the NGIC will also focus Terms “Gang,” “Gang Crime,” and “Gang
on selected regional-level gangs. To maximize effectiveness, the NGIC produces Member.” Undated and unpublished web

document. www.nationalgangcenter.

intelligence assessments, intelligence bulletins, joint agency intelligence products,

. . . gov/documents/definitions.pdf.
and other nonstandard intelligence products for its customers.* — .

32 “Attorney General’s Report to Congress

Guidelines for Establishing and Operating Gang Intelligence Units

on the Growth of Violent Street Gangs in

and TaSk FOI’CES Suburban Areas,” Washington, D.C.: U.S.
Developed by the Gang Intelligence Strategy Committee (GISC) of the Global Department of Justice, 2008, p. 14.
Justice Information Sharing Initiative, the Gang Guidelines seek to develop an www.usdoj.gov/ndic/

integrated strategy to deal with gangs by cohesively linking both intelligence pubs27/27612/27612p.pdf.

and operational responses to gang threats through task forces. On the issue 3 ww.usdol.gov/criminal/ngic
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of intelligence, the Gang Guidelines stress the importance of analysis and
recommend the use of the intelligence process to manage and assess raw
information. Similarly, the Gang Guidelines embrace the National Criminal
Intelligence Sharing Plan as the intelligence model that should be used in all gang
intelligence initiatives. Finally, the Gang Guidelines recognize the important role
that intelligence can fulfill by more efficiently and effectively directing task forces
responses to gang threats.

The Gang Guidelines are new, having been approved in late 2008; however, with
their endorsement by the Criminal Intelligence Coordinating Council there will
likely be widespread adoption by law enforcement agencies, fusion centers, and
gang task forces.

Conclusion

The intent of this chapter was to provide the reader with insight into the
meaning of intelligence, the diverse types of intelligence, its role, and some

of the complications that emerge from using the term. Law enforcement
intelligence, for example, is defined somewhat differently by the FBIl and the
DEA than it is by SLTLE agencies. The reason for the difference is based on the
sources of information used by the FBI and the DEA as well as the responsibilities
these federal law enforcement agencies hold for disseminating unique critical
information in a timely fashion. The important point is that the consumer simply
needs to know the different definitions and the different context. With this
knowledge, information can be interpreted and used most effectively.

Also introduced in this chapter was the concept of homeland security intelligence
and the unique role it fulfills for law enforcement agencies. While not a traditional
activity for law enforcement, homeland security intelligence seeks to enhance
public safety and order while protecting the community from nontraditional
threats.

Finally, Chapter 2 addressed the meaning of NSl and the complications it
conceivably can pose for SLTLE agencies. Once again, it is important to
understand the issues and parameters of each type of intelligence. The proverbial
bottom line is that understanding the definitions and their application is

an essential foundation for the remaining topics discussed throughout this
Intelligence Guide.
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Chapter Annex 2-1: Law Enforcement and
Homeland Security Intelligence Case Study

This illustration is based on an actual case. It demonstrates the interrelationship
between the two types of intelligence.

Threats Posed by Zebra Mussels

A congressman from a Midwestern state was a vocal supporter of legislation

to ban Internet gaming in the U.S. An individual who opposed this legislation
made a threat to the congressman’s office that if the congressman voted for the
legislation, the individual would introduce zebra mussels into some of his state’s
lakes.

Zebra mussels (Dreissena polymorpha) are an invasive species native to the

Black Sea and Caspian Sea regions of Eurasia. In 1988 they were introduced to
U.S. fresh water in Lake St. Clair— between Lake Erie and Lake Huron on the
Michigan, U.S.—Ontario, Canada, border— through ballast water discharged from
transoceanic vessels. The zebra mussel competes with native species of mussels
and is particularly prone to clogging pipes, valves, and drains that affect drinking
water, hydroelectric plants, and a wide variety of manufacturing firms. According
to the Nonindigenous Aquatic Species Program of the U.S. Geological Survey,
“Zebra mussels can have profound effects on the ecosystems they invade...and
represent one of the most important biological invasions into North America”3
Zebra mussels are small and easily transported in a plastic bag, jar, or bucket. They
can stay alive out of the water for several days in cool, humid conditions by simply
closing their shell tight. Under the right environmental conditions, it would take
as few as three zebra mussels to begin an “invasion”in a body of water.>*

The congressman
voted for the

ban on Internet
gaming. Recently,
zebra mussels have
been appearing in
local lakes in the
congressman’s state.
The immediate issue:
Is the presence of

the newly discovered
zebra mussels in the
congressman’s state a
product of the threat?

3 See nas.er.usgs.gov/queries/FactSheet.
asp?speciesID=5.

3*Personal Correspondence,
Nonindigenous Aquatic Species Program
biologist, U.S. Geological Survey,
Gainesville, Florida.
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Criminal Intelligence

Zebra mussels are explicitly included in the United States Code (42 USC §42

and 8§43-the Lacey Act). Mere transportation of zebra mussels is a federal
misdemeanor. If an individual intentionally causes damage or loss of property as
a result of the introduction of zebra mussels, or conspires to do so, this can be the
federal crime “Animal Enterprise Terrorism,” punishable as a felony, depending on
the value of property loss.

Other possible federal and state crimes include extortion, terroristic threat, and
criminal environmental law violations.

Homeland Security Intelligence

A determination should be made of hazards posed to the community and
economy by this threat. Are threats posed to other bodies of water as a result of
this act? What preventive/protection measures should local critical infrastructure
or key resources vulnerable from this threat take? Intelligence requirements need
to identify persons with zebra mussels in their possession and determine the
reason. Businesses and government entities whose operations could be affected
by the zebra mussels must be identified and notified.

Case Intelligence Requirements
«  What information is available about the individual who made the threat?

- Has the congressman received threats in the past? If so, collect all related
information.

- Are there vocal activists against the ban on Internet gaming who could
be reasonably tied to the congressman and/or the state?

- Are there any links between these individuals and environmental issues?
- How can zebra mussels be introduced into a new environment?

- What do zebra mussels look
like?

- What are the different
methods/processes

that might be used for
introduction?

- What are the indicators
of zebra mussels being
introduced?

- What evidence is needed to prove:

- The zebra mussels were
intentionally introduced?

- There was intent to cause
damage or a loss of property?

«  What damage was caused by the
zebra mussels?

- What s the evidence that
supports this?
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Standing Intelligence Requirements

If someone is identified with zebra mussels in his or her possession