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ST, U.S. Department of Justice

ﬁ$} g Office of Community Oriented Policing Services

Office of the Director Washington, D.C. 20530

August 2002
Dear Colleague,

Technology has long been a two-edged sword for law enforcement. While the benefits of implement-
ing technology are obvious, the obstacles to getting the most from that technology often are not. In a
time when growing responsibilities greatly increase the duties of local law enforcement agencies, a
natural response is to turn to technology as a force multiplier. The COPS Office presents this guide in
an effort to make the process of fully leveraging new technologies as seamless as possible.

Technology can help law enforcement agencies better serve their communities by automating time-
consuming tasks, dispatching personnel more efficiently, and improving an agency’s ability to collect
and analyze data as well as disseminate it to both internal and external audiences.

Implementing technology can be a long and difficult process. Before new technology can be imple-
mented, the organization’s needs must be determined, its relevant business processes analyzed, and
its full range of options evaluated. Many law enforcement agencies have difficulty dedicating person-
nel, expertise, and funds for such a project. COPS grants help support agencies in their efforts to
embrace new technologies.

This guide is designed to help law enforcement agencies implement new technologies. It contains
step-by-step analyses of the technology planning, acquisition, implementation, and integration
processes that focus clearly on supporting public safety and community policing objectives.

This guide is designed to help you reduce crime and disorder through the successful utilization of
information technology. I wish you the best of luck in harnessing technology to better serve your
communities. Now more than ever, community policing keeps America safe.

Sincerely,

(ARPD

Carl R. Peed
Director
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About the Guide

Your agency needs a new computer-aided dispatch, records management, automated
vehicle location, evidence management, fingerprint identification, crime analysis and/or
some other automated information system. So where do you start?

Sure, there’s lots of literature out there on project planning and management, informa-
tion technology (IT), strategic planning and the like (and we encourage you to read it, so
please see Appendix 3 of this Guide for references to publications we recommend). But
there are some special challenges that government agencies and law enforcement, in
particular, must contend with when they plan, buy, install and use new technologies.
Unfortunately, as many of you who have already experienced purchasing and implement-
ing new technologies know, the process is simply not as easy as buying a product,
plugging it in and flipping a switch. Whether you buy an off-the-shelf solution or build a
custom system in-house, it is essential that certain steps be taken to ensure that the
project has the proper user support, is clearly defined, stays on track and within budget,
is designed to meet specific business needs or solve a particular problem, and can operate
within the constraints of a new or existing technical environment.

This Guide presents accepted and standard project management principles and strate-
gies, but it has been adapted to and designed for the unique needs, limitations, chal-
lenges and opportunities faced by the law enforcement community. It details how an
agency can plan for, purchase, implement and use computer-aided dispatch, records
management, jail management and mobile data systems, to name a few. Regardless of the
technology your agency would like to pursue, these are standard processes that you
should follow in planning, purchasing and implementing a solution.

This Guide is particularly beneficial because much of the material and information has
been shaped by the successes, failures and lessons learned by law enforcement agencies
across the country as they navigated through these difficult projects.

HOW TO USE THIS GUIDE

The Law Enforcement Tech Guide is intended to provide strategies, best practices,
recommendations and ideas for successful IT planning and implementation. This Guide
should not be construed as specific legal advice for any specific factual situation. This
publication is meant to serve as a guideline for situations generally encountered in IT
planning and implementation environments. It does not replace or supersede any policies,
procedures, rules and ordinances applicable to your jurisdiction’s procurement and
contract negotiations. This Guide is not legal counsel and should not be interpreted as a
legal service.
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About the Guide

Assumptions...

...About You

To prepare this Guide, we had to make some assumptions about you, the reader. We
think you could be one of many different people within your agency, and perhaps a
combination of several. Perhaps you are the Chief or Sheriff who must lead this effort.
Boy are we proud of you for picking up this book — keep reading, you are critical to this
effort! Or you may be a supervisor, manager, records clerk, dispatcher or detective. In any
case, you were imprudent enough to volunteer to shepherd this effort, or you inherited
this project unwittingly (or unknowingly), but certainly not by choice. Your knowledge of
the agency’s operations, the movement of and need for information to accomplish your
daily business needs, and your talent for making critical law enforcement decisions is
integral to this project’s success.

You may be the person in your agency responsible for technical support (and that does
not exclude you from also being one of the other types of readers as well!). If so, you will
be called upon to analyze existing and new technologies and help determine the best
technical solutions to meet the business needs of your agency.

Finally, you may be a project manager who possesses useful project management skills,
yet who has little experience with law enforcement. Or, you may not have any project
management skills, but you've been assigned to manage this task nonetheless. Either way,
your role of project manager is pivotal to this effort. You're the “go-to” person for project
information and coordination. You have the unenviable responsibility of keeping the
project on track and within budget while adhering to the established timeframes.

In most law enforcement agencies, both sworn and civilian personnel must wear many
different hats; very few agencies have the resources for a fully staffed IT support depart-
ment or to hire a dedicated project manager. We assume many of our readers will fall into
one or more of the categories above. If so, this Guide is for each of you.

...About Your Project

This Guide makes the assumption that your project has already been funded, and/or a
decision has been made to move forward with the project. It does not assume, however,
that funding has been set aside for project management because all too often we find that
is not the case.
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How this Guide is Organized

This Guide is organized into six Parts that reflect key elements of the IT planning, buying
and implementation process:

Part | Build the Foundation
Part Il Conduct a Needs Analysis
Part I Create a Project Plan

Part IV Acquire the Technology
Part V Implement the Technology
Part Vi Maintain the Technology

If your project is already underway, you could easily skip right to the “Part” that best
reflects where you are in your current project. However, because each Part builds upon
the preceding, we encourage you to read all parts and chapters, regardless of your
project’s current status. You may, for example, be at the point of purchasing your
technology, so Part IV would be most suited to your immediate information needs. In
this case, we suggest that you also review the previous chapters, as they provide key
guidance on strategies to make the purchasing process easier and ensure that you buy the
right solution for your agency (for example, how to garner end-user involvement and
support for the solutions selected, precisely identify the operational requirements for the
system, establish risk management plans and formulate a solid budget, among other
tasks).

This Guide is also packed with a variety of tools. In the margins and throughout the
pages of the Guide, you will find tips, checklists, suggested techniques, definitions and
other helpful how-to information. Each chapter, for example, begins with a section that
answers the four “W”s about the topic: What is it, Why do it, Who is involved and When
to doit. At the end of each Part is an Assignments Table, where we provide specific action
items for key members of the project team for a “quick and easy” reference to major tasks
and responsibilities relevant to that Part. We have included appendices with references to
resources, sample documents, checklists and other tools to assist you during your project
planning, purchasing and implementation process. Icons used throughout the Guide will
direct your attention to specific issues or topics.
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About the Guide

Definition of Icons

Throughout this Guide, icons are used to draw your attention to important concepts,
ideas and, in some cases, warnings. We also use icons to highlight sections that certain
personnel within your agency should pay particular attention to. Below are the icons and
what they represent.

Executive Sponsor

The Executive Sponsor (defined on page 24) is the project spokesperson, decisionmaker
and leader. Executive Sponsors, primarily the Chief or Sheriff or other high-ranking
decisionmaker within an agency, will find recommendations and advice just for them
when they see this icon in the margins.

Operational Experts

Operational Experts are the end users of the technology and those intimately involved
with the business processes of the law enforcement agency, and can include patrol
officers, records clerks, dispatchers, detectives, crime analysts, community-oriented
policing experts, etc. Words of advice for Operational Experts will accompany this icon.

Technical Experts

Technical support staff will be busy not only analyzing the existing technological
environment, but also evaluating technical solutions. These Technical Experts will benefit
from recommendations indicated by this icon.

Project Manager

The Project Manager has a lot to juggle when it comes to overseeing the planning,
purchasing and implementation of IT. This icon will alert Project Managers to activities,
issues and concepts they must be careful not to overlook during each of these phases.

Stop Sign
Remember what we said: Lots of IT projects fail. When you see a stop sign icon, pay

particular attention, as it will indicate where others have encountered trouble in their
projects. The stop sign indicates pitfalls to avoid.

Grant Requirements

Be accountable to your grants. This icon will alert you when grant requirements may
come into play.
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Regional

More and more IT efforts involve more than one agency and jurisdiction. This icon
symbolizes multijurisdictional and regional efforts. When you see it, it will provide
special advice for dealing with the unique nature of regional IT projects.

Tips
If we've heard or know of shortcuts or have useful ideas on how to tackle a particular
issue, we'll use this icon to let you know.

Checklists

ChecKklists are always handy tools for making sure all the bases and steps are covered.
We'll use this icon when we can provide a handy list of ideas or to-dos for your project.

Where to Go from Here

So, how does your law enforcement agency navigate this minefield of IT projects and
planning? How do you set up an appropriate chain of command to provide leadership
and decisionmaking on these projects? What are the critical elements that shape a
successful plan for IT purchase and implementation? What do you need to be aware of
when you buy technology? How do you appropriately manage risk associated with these
projects? How do you manage change and ensure user support for the solution your
agency purchases? If you are asking these questions, congratulations! You have made the
first steps toward a rational and strategic approach to your IT initiative. Keep up the
questioning and follow the strategies in this Guide, and you'll be doing your best to
ensure IT success within your agency.
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Law Enforcement IT Projects:
A Roadmap to the Guide
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